_ .UBNDTINHHOABINH CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Pjc lap - Tw do - Hanh phc

S6: 1677 ISTTTT-CNTT Hoa Binh, ngay 3¢ thang 08 ndm 2023
VIV téng cudng bao dam an toan thong
tin mang trong thoi gian nghi e Quoc
khanh 02/9
Kinh gui:

- Cuc Antoan thong tin - Bo TT&TT;
- Cac co quan Pang, Poan thé tinh;
- Cac Van phong: Tinh uy, Poan PBQH
va HDND tinh, Uy ban nhan dan tinh;
- Cac S¢, ban, nganh;
- Cac co quan, don vi sy nghiép tinh;
- UBND cac huyén, thanh phd.

Can cir Cong vin sb 4443/BTTTT-CATTT ngay 28/8/2023 cua B thdng tin
va Truyén thdng vé viéc ting cudng cong tac bao dam an toan théng tin mang trong
thoi gian nghi 18 Qudc khanh 02/9 (bdn dién tir guri kém):;

Can ctr ¥ kién chi dao cua dong chi Phé Chu tich Uy ban nhan dan tinh
Nguyén Vin Chuong tai Cong vian sé 7434/VPUBND-NVK ngay 30/8/2023 cua
Vin phong Uy ban nhan dan tinh vé viéc ting cuong cdng tac bao dam an toan
thong tin mang trong thoi gian nghi 18 Qudc khanh 02/9,

Nham phong, chéng nguy co mat an toan théng tin mang xay ra trong thoi
gian nghi 1& Quéc khanh 02/9 trén dia ban tinh Hoa Binh, S¢ Thong tin va Truyén
thong dé nghi cac co quan, don vi tang cudng trién khai céng tac bao dam an toan
thong tin mang cho céc hé théng thong tin thuoc pham vi quan Iy, cu thé:

1. T6 chac giam sat, bao vé Hé théng thdng tin:

a) Phan cong luc luong tai chd trién khai truc giam sat, hd trg, Gng ctu va
khac phuc su ¢6 an toan théng tin mang 24/7;

b) Y&u cau cac don vi chuyén trach, don vi cung cap dich vu an toan, an ninh
mang (néu cd) cang co va uu tién nguon luc, nhan lyc cho nhiém vu gidm sat va
bao vé cac Hé thong thong tin;

¢) Chu dong kiém tra, danh gia ra soat cac 16 hong, diém yéu trén cac He
thng théng tin thuoc pham vi quan ly va trién khai cac giai phap phong ngira va
khic phuc triét dé céac 16 hong, diém yéu da duoc S& Thdng tin va Truyén théng
canh bao, huéng dan theo chi dao cia Bé Thong tin va Truyén théng va Cuc An
toan an ninh thong tin nhu: cac 16 hong bao mat anh huéng mic cao va nghiém
trong trong cac san pham caa Microsoft tir thang 5 dén thang 7 nam 2023 (Vin ban
gui kem theo).

d) Bao dam duy tri, két néi, kip thoi chia sé thdng tin véi Doi ang ciru su ¢o
an toan théng tin mang tinh Hoa Binh dé c¢6 phuong an khac phuc su ¢o6. Tat ca cac



truong hop su ¢b xay ra can phai bao céo vé Doi (g ctu su ¢ an toan thdng tin
mang (qua S¢ Thong tin va Truyén thong) cham nhat 03 ngay ké tir khi phat hién
su ¢6 dé theo dbi, quan ly, diéu phdi va béo cao Bo Thong tin va Truyén thong.

d) Ludn ludn sin sang cap nhat thdng tin canh bao, khuyén nghi vé an toan
théng tin mang dugc S Théng tin va Truyen thdng chia sé.

e) Bay manh tuyén truyén, nang cao nhan thirc co ban ky niang vé an toan
théng tin mang, cach nhan dién thu dién ta, lién két dang ngo, canh giac ve thong
tin xau doc cua céc thé luc thu dich tuyén truyeén nham bdi xau hinh anh dat nudc.

2. Giao Trung tam Céng nghé théng tin va Truyén thdng bé tri nhan su va
tang cuong cong tac bao mat, ra soat, theo ddi, giam sat 24/7 cac Hé théng thdng
tin ding chung cua tinh d& nhanh chéng phét hién sém céac hoat dong do quét trai
phép, tan cdng vao hé théng.

3. Trong truong hop can hd tro giam sat, xir ly, tng cau sy ¢d dé nghi lién
hé thong qua cac dau moi:

- Trung tdm Ung ctru khan Cap khong gian mang Viét Nam (VNCERT/CC)
dién thoai 024.3640.4421 hoic sé dién thoai truc dudng day néng ang ciu su ¢d
086.9100.317, thu dién tr: ir@vncert.vn.

- Trung tam Giam sét an toan khéng gian mang quéc gia (NCSC), dién thoai:
024.3209.1616 hoic so6 dién thoai truc duong day ndng ho trg giam sat, canh béo
sém 038.9942.878, thu dién tur: ais@mic.gov.vn.

- Bau méi diéu phdi Boi tng ciru sy ¢b an toan thdng tin mang: Phong Cong
nghé théng tin, So Thong tin va Truyén thdng tinh Hoa Binh, dién thoai:
0218.3857.668, thu dién ti: phongentt.tttt@hoabinh.gov.vn.

4. S Thong tin va Truyén thong dang ky dau mdi tiép nhan thong tin voi
Cuc An toan théng tin, Bo Thdng tin va Truyén thong: Ong Nguyén Minh Thanh -
Phé Truong phong Cong nghé thong tin, S¢ Thdng tin va Truyén thdng tinh Hoa
Binh, dién thoai: 0916.733.233 - 0218.3857.668, thu dién tu: thanhnm-
cntt.tttt@hoabinh.gov.vn.

S¢ Thong tin va Truyén thdng dé nghi cac co quan, don vi phéi hop, trién
khai thuc hién./.

Noi nhén: *}\*0‘ CHiag M POC
- Nhu trén;

- Bo Thong tin va Truyén thong (dé b/c); \ /
- UBND tinh (dé b/c); :

- Cuc Antoan thong tin - Bo TT&TT;
- Lanh dao So;

-DPoi UCSC ATTTM tinh;

-TT CNTT&TT,;

- Luu VT, CNTT (Ng).

Bui BDuc Nam
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